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Applications 0 h 2 On this page
l \u t > Shared Resources

Teams
State and Security
Server Insights OAuth2 enables application developers to build applications that utilize authentication and data from the Discord API. Within Discord, Authorization Code Grant
there are multiple types of OAuth2 authentication. We support the authorization code grant, the implicit grant, client credentials, and Implicit Grant
Embed Debugger some modified special-for-Discord flows for Bots and Webhooks. Client Credentials Grant
Bot Users
Documentation Webhooks

Get Current Bot Application

SharEd Resources Information

Get Current Authorization

Q Search # K

The first step in implementing OAuth2 is registering a developer application and retrieving your client ID and client secret. Most people Information
who will be implementing OAuth2 will want to find and utilize a library in the language of their choice. For those implementing OAuth2

Intro from scratch, please see RFC 6749 for details. After you create your application with Discord, make sure that you have your client_id

Change Log and client_secret handy. The next step is to figure out which OAuth2 flow is right for your purposes.

API| Reference

OAuth2 URLs
QUICK START
Overview of Apps URL DESCRIPTION
Getting Started https://discord.com/oauth2/authorize Base authorization URL
INTERACTIONS https://discord.com/api/oauth2/token Token URL
QOverview https://discord.com/api/oauth2/token/revoke Token Revocation URL

Receiving and

Responding o In accordance with the relevant RFCs, the token and token revocation URLs will only accept a content type of
Application application/x-www-form-urlencoded . JSON content is not permitted and will return an error.
Commands

COMPONENTS D T Er e —
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O1he problem with OAuth for Authentication. | Thread Safe

A )

In some of the feedback | have gotten on the openID Connect spec, the statement is made that
Connect is too complicated. That OAuth 2.0 is all you need to do authentication. Many point to
Identity Pro...

https://www.sakimura.org/2012/02/1487/
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= O taiseiue / discord-oidc-proxy Q Type (/] to search

<> Code () Issues 19 Pullrequests (») Actions [fJ Projects [0 Wiki () Security |~ Insights 3 Settings

{ discord-oidc-proxy pubiic > Pin  ©Watch 0 ~ % Fork 0 <~ ¢ Star 0~

¥ main ~ ¥ 1Branch © 0 Tags Q. Gotofile t Add file ~ <> Code ~ About 3
The proxy that enables applications

G’ taiseiue fHEICHIHARETCEDLS3ICLe 3a31d01 - 1 minute ago YY) 7 Commits using OpenID Connect (OIDC)
authentication to authenticate users

[0 .wscode Initial commit (by create-cloudflare CLI) 4 days ago through Discord's OAuth?2 system.

[ keys deploy.shh L/ 5 hours ago discord  oidc-proxy

f src package.jsonZEZE\/c 5 hours ago 0 Readme

Mo test Initial commit (by create-cloudflare CLI) 4 days ago &5 MIT license
A~ Activity

D .editorconfig Initial commit (by create-cloudflare CLI) 4 days ago
Y7 O stars

[ .gitignore deploy.shh L\ 5 hours ago <& 0 watching

) - ) % 0 forks
(Y .prettierrc Initial commit (by create-cloudflare CLI) 4 days ago
[ LICENSE Initial commit 4 days ago Languages
_ - - . ]

[) README.md R ICHERETE S LS 1 minute ago
® TypeScript 97.1% Shell 2.9%

[ package.json B CHPRETES LS LE 1 minute ago

(Y pnpm-lock.yaml WHNCHSRFRRUICR - 4 days ago Suggested workflows
Based on your tech stack

[ pnpm-workspace.yaml WHNCHS RFRRRUICA - e 4 days ago

[ https://github.com/taiseiue/discord-oidc-proxy
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OpenlD Connect Implicit Client Implementer's Guide 1.0 - draft 20

Abstract

OpenID Connect 1.0 I%, OAuth 2.0 ZORAWD LYY TNBFA T T4 T LAP—2F50LIcbDTHSB. 2O 70O, Client A% Authorization Server OFRIHERICE I WT End-User D71 T 7« T« %= 1&EE
T3 EETREICT . £FARIC End-User ORHERERED 707 ¢ —)LER%, HEERATAEL D RESTful B TEE TS & HTHEICT 5.

AKXk OpenID Connect Implicit Client Implementer's Guide 1.0 &, OpenID Connect Core 1.0 04 7tzv hTH D, OAuth 2.0 Implicit FlowZFJFH LT WebX—X® Relying Party #RE T 3BICHEAPT
WESIEBRENTWS. RRF 1 XY ME Core HREEB LIV T YYEESATWED, FhIZREZNELIREFO 1 T OAuth Implicit Flow %2FIF L7 Relying Party 2% TE 3L 5BRLEHDTH 3.

OpenID Provider & U Web R—ZLIADF TV —3 3> DREEE, Core HREBRODI &

Table of Contents

1. Introduction
1.1. Requirements Notation and Conventions
1.2. Terminology
1.3. Overview
2. Protocol Elements
2.1. Implicit Flow
2.1.1. Client Prepares Authentication Request
2.1.1.1. Request Parameters
2.1.2. Client Sends Request to Authorization Server
2.1.3. Authorization Server Authenticates End-User
2.1.4. Authorization Server Obtains End-User Consent/Authorization
2.1.5. Authorization Server Sends End-User Back to Client
2.1.5.1. End-User Grants Authorization
2.1.5.2. End-User Denies Authorization or Invalid Request
2.1.5.3. Redirect URI Fragment Handling
ID Token
2.2.1. ID Token Validation
2.2.2. Access Token Validation
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"B mF I "discord-oidc-proxy™ "AUTH_KY Storage" "Discord API"

1. OIDC Discovery

GET fwell-knownfopenid-configuration

OIDC metadata (issuer, endpoints)

2. Authorization Reqguest

GET fauthorize?client_id&redirect_uri&state
[=

AuthService handladuthorizeRequest()

-
PUT sessionld = StoredSessionData
=
createDiscordAuthUrd()
.

Redirect to Discord OAuth2

3. Discord Authentication
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"issuer": "https://discord-oidc-proxy.wsoft.workers.dev",

"authorization_endpoint": "https://discord-oidc-proxy.wsoft.workers.dev/authorize",
"token_endpoint": "https://discord-oidc-proxy.wsoft.workers.dev/token",
"jwks_uri": "https://discord-oidc-proxy.wsoft.workers.dev/.well-known/jwks.json",
"userinfo_endpoint": "https://discord-oidc-proxy.wsoft.workers.dev/userinfo",
"response_types_supported”: [

"code"
:| r
"subject_types_supported": [

eluledlale
:| r
"id_token_signing _alg values_supported": [

"RS256"
:| r
"scopes_supported”: [

"openid",

"profile”,

"email"

1

"token_endpoint_auth_methods_supported": [
"client_secret_post”
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2. Authorization Reqguest

GET fauthorize?client_id&redirect_uri&state
[=

AuthService handladuthorizeRequest()

-

PUT sessionld = StoredSessionData

createDiscordAuthUrd()
L

Redirect to Discord OAuth?2

3. Discord Authentication

User authentication at discord.comfapijoauth2/authorize
GET fcallback?code&state

4. Token Exchange with Discord

AuthService handleCallbackRequest()

-+



PEreC] D0 LS00 UL

3. Discord Authentication

User authentication at discord.comfapijoauth2/authorize

GET fcallback?code&state

4. Token Exchange with Discord

AuthService handleCallbackRequest()

-+

GET sessionld = StoredSessionData

-

POST Japifoauth2ftoken (exchangeDiscordCode)

DiscordTokenResponse

GET Japijusersfi@me (getDiscordUserinfo)
DiscordUser

PUT nideCode = StoredTokenData

Radirect with authorization code
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3. Discord Authentication
User authentication at discord.comfapijoauth2/authorize
GET fcallback?code&state

4. Token Exchange with Discord

AuthService handleCallbackRequest()

-+

GET sessionld = StoredSessionData
POST Japifoauth2ftoken (exchangeDiscordCode)

DiscordTokenResponse

GET Japijusersfi@me (getDiscordUserinfo)

DiscordUsar

PUT nideCode = StoredTokenData

Radirect with authorization code




5. OIDC Token Exchange

POST ftoken (code exchange)
=

TokenService.exchangeCodaeForToken()

-

GET oideCode < StoredTokenData

generateldToken() (JWT)

-

PUT access_token:uuid < discordToken

id token + access token

6. User Information

GET Juserinfo (Bearer access_token)
-

UserinfoService.getUserinfo()

g

GET access token:uuid < discordToken



GET oideCode < StoredTokenData

generateldToken() (JWT)
a—- /

PUT access_token:uuid < discordToken
id_token + access token

6. User Information

GET Juserinfo (Bearer access_token)
-

UserinfoService.getUserinfo()

g

GET access token:uuid < discordToken
=

GET Japijusersfi@me (getDiscordUserinfo)

Fresh DiscordUser data

QIDC user claims




GET oideCode < StoredTokenData

generateldToken() (JWT)
a—- /

PUT access_token:uuid < discordToken
id_token + access token

6. User Information

GET Juserinfo (Bearer access_token)
-

UserinfoService.getUserinfo()

g

GET access token:uuid < discordToken
=

GET Japijusersfi@me (getDiscordUserinfo)

Fresh DiscordUser data

QIDC user claims
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